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OUR 
OBJECTIVES

We plan to focus on 

Applications Internet Use Parental 
Controls

What you as a 
parent should 
be looking 
for…
•Grooming, 

Mental Health 
Affects

Multiple Case 
Studies

At the end we 
will have a Q 
and A time

Our goal here is to 
assist you. 



Apps to look for:









What is Grooming?

BCSO Case
•33 YO male & 12 YO 

female

•26 YO male & 14 YO 
female



• Discord/Telegram
• 764 Extremist Group
• Sextortion

• A form of child sexual exploitation where children are threatened or 
blackmailed, most often with the possibility of sharing with the public, 
nude or sexual images of them by a person who demands additional 
sexual content, sexual activity, or money from the child.

• Victim often knows offender
• Uses coercive  tactics
• Threats

• Resources through NCMEC at
TakeItDown.NCMEC.org and CyperTipline.org

CONTENT FROM NETSMARTZ
@MISSINGKIDS.ORG



What is ECU?
Who is this man?

What is 1.8 - 2.6 
Million?

What is the difference 
between a car and 
an APP or cell phone 
/ tablet?

What do APPs collect 
and have access to?

What is Artificial 
Intelligence?

What did the grass 
feel when it woke up 
from winter?





CASE STUDY

• 9 YO live streaming nude video of herself



– QS LEFT TO 
ANSWER?

What do APPS 
collect and have 
access to?

Just assume that all APPS 
have the ability 
to communicate with other 
users.
Tik Tok / Likee

What is Artificial Intelligence?

What is the difference between a 
car and a cell phone?

What did the grass feel when it 
woke up from winter?



HOW CAN YOU PROTECT 
YOUR KIDS



KNOW ABOUT THE RISKS
• SEXTING
• CYBERBULLYING
• SHARING TOO MUCH
• ONLINE PREDATORS

• ESTABLISH RULES
• CURFEW, SCREEN TIME, NO DEVICES DURING MEALS

• MONITOR
• PROGRAMS OR ONLY USE IN A PUBLIC PLACE

• ENGAGE
• GAME WITH THEM, CHAT WITH THEM

• CHAT IRL
• TALK TO THEM IN REAL LIFE

• DON’T TAKE IT
• LIMIT ACCESS VS REMOVING IT ENTIRELY

CONTENT FROM NETSMARTZ
@MISSINGKIDS.ORG



SAFE 
DEVICES FOR 

PRETEENS

• Safe Devices for Younger Kids (PreTeen)
• Gizmo Watch- GPS Tracking, Camera, 

communication, and limit who your 
children speak with, school mode 
$15/month but specific to Verizon

• Bark Watch- allows you to track your 
children all day, monitors texts, videos and 
photos, manage contacts, camera all for 
$15/month

• Gabb Watch- GPS Tracking, focus settings, 
communication, limited applications, no 
camera. $19/Month



SAFE 
DEVICES FOR 

KIDS

• Safe Devices for Teens
• Bark Phone- tamper proof mobile device 

fully controlled by bark and the parent, it is 
$29/month, Samsung Galaxy A13

• GABB Phone- GABB is great, they have two 
different devices for age groups. 9YO-14YO 
and 13YO-18YO. They focus on age specific 
content and functionality

• Ranges from $24.99/month to $34.99/month

• Flip Phone?



PARENTAL CONTROL APPLICATIONS

• Bark Is one of the best rated applications for 
parental controls

• Bark's app uses AI to scan your child’s emails, 
social media profiles, texts, and media saved to 
their phone's camera roll for content that parents 
may find harmful. You can set up customized 
content monitoring to determine which apps and 
websites their children can access. Parents can 
also set up screen time schedules and use the 
app's geofencing capabilities to monitor their 
child's location throughout the day. (PCMAG)



PARENTAL CONTROL APPLICATIONS

• Custodio
• According to PC Mag Qustodio has nearly every feature an 

anxious parent wants, including robust content-blocking 
options and a detailed activity log. You handle all 
configuration and monitoring via Qustodio's online 
dashboard or the parent mode on its mobile apps.

• Game Blocking
• Screen Time
• Web content filters
• Geofencing
• Shut off internet
• Custom Alerts
• Supports all devices including computers



BE INVOLVED, KNOW WHAT THEY ARE 
DOING

Use the parental controls 
available through Apple 
and Google Family Link

PBS Kids vs. Youtube Kids Messenger Kids, Kinzoo 
Messenger, JusTalk Kids

Roblox/Minecraft vs. 
School 

Provided Applications

Approve Applications 
before they are 

downloaded
Keep Device Updated

Commonsensemedia.org
• Explains safe applications for 

kids, has parent guides



• What to expect if something happens
• Next steps in an investigation

• Report
• Initial contact with detective
• Schedule CAC interview for victim
• Investigation

• Subpoenas/search warrants for social medica accounts
• ECU (device examination)

• Prosecution
• County Attorney's Office
• Commonwealth Attorney's Office







POLICE SOCIAL WORKERS

• Technology and Child Development
• Social Media's Impact on Teen 

Mental Health
• Ways to Promote Healthier Media 

Usage



TECHNOLOGY AND CHILD 
DEVELOPMENT



NEGATIVE EFFECTS OF 
TECHNOLOGY ON CHILDREN

•Lack of attention span, aggressive behaviors,  difficulty 
with emotional regulation

•Musculoskeletal problems related to a sedentary 
lifestyle

•Greater risk of lifetime obesity and cardiovascular 
disease

•Sleep disturbances and poor-quality sleep for children 
who overuse technology or keep devices in their 
bedroom

•loss of human connection, poor social skills



What is Dopamine?
Put simply, dopamine is a neurotransmitter or chemical messenger. 
Your nervous system uses it to send messages between nerve cells.

It’s known as the “feel-good” chemical for the large role it plays in 
pleasure and motivation.

These rewards strengthen our motivation to repeat the activity or 
behavior. This positive reinforcement creates an addictive loop.



When it’s in balance, 
it allows us to stay 
focused, motivated, 
and happy. 

Dopamine 
imbalance is linked 
to mental health 
issues, like 
depression, and 
substance use 
disorders.



• Prefrontal Cortex (PFC):
• crucial for executive functions, 
personality, and social behavior.

• Planning, decision-making, 
working memory, impulse control, 
and higher-level cognitive 
processes.

The prefrontal cortex is one of the last areas 
of the brain to fully develop, typically 
around age 25.



INSTANT
GRATIFICATION

• Instant Gratification from screens influences a child’s 
emotional well-being. If your child becomes used to 
getting her desires fulfilled immediately on screens, it 
can lead to impatience and frustration in situations 
where instant gratification is not possible.

• When your child gets used to receiving immediate 
responses and quick fixes from digital devices, it can 
make it more challenging for them to focus on tasks 
that require sustained attention and effort.



SOCIAL MEDIA 
EFFECTS ON 

TEENS
• Evidence shows increase in 

mental distress, self-injurious 
behavior, and suicidality 
among youth can be linked 
to smartphones and social 
media use.

• Youth engaging in heavy 
smartphone use and media 
multitasking can result in 
sleep deprivation, negative 
effects on cognitive control, 
decreased academic 
performance, and 
lower socioemotional 
functioning.



SOCIAL MEDIA EFFECTS ON TEENS

• The CDC reports suicide rates of youth 
aged 10-24 in the U.S has increased by 
57% between 2007-2018, following the 
launch of several popular social media 
applications (Instagram, Snapchat, 
TikTok, etc.)

• Youth communicate thoughts of 
suicidality and self-harm behaviors 
online including images of self-inflicted 
injuries. Depiction of cutting on social 
media is common without warning of 
graphic content followed by comments 
from peers of positive feedback or 
personal disclosures of self-harm.



WAYS TO PROMOTE 
HEALTHY MEDIA 

USAGE

Model
•Model healthy boundaries with cell phones, tablets, etc.

Try
•Try to have an open discussion of sites/apps they use and what they use 

them for

Contemplate
•Contemplate alternatives to  taking phone/internet away completely  if 

possible

Think about
•Think about gifts away from electronics (a video game vs. 

Concert/event)

Set
•Set specific days/times away from cell phones (e.g. family dinner; 

movie night)

Use
•Use digital tools to limit certain access to apps/sites that are unsafe

Utilize
•Utilize a personalized family media plan as a whole family

•https://www.healthychildren.org/English/fmp/Pages/MediaPlan.aspx



QUESTIONS 
BCS@boonecountyky.org

mailto:BCS@boonecountyky.org
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